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Abstract 
 
Usage and sharing of Earth Observation data are typically restricted by various 
licensing terms and conditions imposed by commercial data providers. Standards 
defining the protocols to transmit such data do not include any identification or 
security layer yet: they allow optimum software interoperability for sharing data 
available to the public, but they cannot ensure the required security for licensed 
data, which requires limited and controlled access. This article aims to present 
the up to date solutions and recommendations in the fields of data dissemination, 
authentication and rights management from standard developing organisations 
and from the Earth Observation community. The project context is the 
Community Image Data (CID) portal, which is an application for managing and 
accessing data from a large digital repository of EO data located at the Joint 
Research Centre (JRC) of the European Commission. Data discovery and data 
sharing between different and heterogeneous user groups require the provision 
of interoperability with a large variety of client software; emphasis has therefore 
been given to the implementation of an infrastructure based on INSPIRE-
compliant Discovery, View and Download services, following the same direction 
undertaken by the EU Member States in their compliance to the European 
Parliament and Council (2007) INSPIRE Directive: 2007/2/EC, and European 
Commission (2009): Regulation 976/2009 on Network Services. During the study 
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of standards for such data services, as defined by the Open Geospatial 
Consortium, the lack of authentication and security features has been identified. 
Even if numerous initiatives have filled this disparity, the technologies considered 
cannot assure the required interoperability, as they are not part of the standards 
implemented in common software. The CID project acknowledged this situation 
and implemented its own original solution that addresses both the interoperability 
and data security aspects. Inspired by the electronic commerce domain and its 
“shopping cart” feature, a “portfolio” concept has been introduced, allowing users 
to make selections from the available data products, filling up their own ”basket” 
of EO data. These portfolios are the basis for associated data services, which 
give access to the selected datasets for the single user, thus ensuring data 
security. 
 
Keywords: data services, data sharing, data policy, image catalogue, image 
archive, Earth Observation data, licensing terms 
 
1. INTRODUCTION  
The Joint Research Centre (JRC) of the European Commission uses large 
amounts of Earth Observation (EO) data in the development, implementation and 
monitoring of EU policies and related activities. 
This type of data has a high purchase price, rising with the increased resolution 
of modern sensors. For frequent consumers of such data, the possibility of reuse 
is both an asset and a challenge. Availability of large image data archives can 
increase the probability of reusing existing data and help to save money. On the 
other hand, it makes it more difficult to find specific images within the collection. A 
way of keeping these data after their acquisition and use was storing the original 
CDs and DVDs on shelves (or in boxes), or copying them onto scattered hard 
drives. This makes it difficult to have a clear overview of the datasets, and makes 
it nearly impossible to access them easily.  
An application that is able to manage such a large amount of data in a catalogue 
which is easy to access and search in has a high added value. Another aspect 
complicating the situation is that access to EO data and their usage is strongly 
governed by licensing terms and conditions imposed by image data providers. 
Therefore providing access through the network to these resources needs to be 
compliant with these terms.  
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The CID portal has been developed in this context as an archive application, 
accessible from the web. It allows searching data in the catalogue, and accessing 
them if permitted. 
International initiatives such as the GEO/GEOSS (Group on Earth Observation / 
Global Earth Observation System of Systems1) and GMES (Global Monitoring for 
Environment and Security2) currently develop archives, or clearinghouses, of 
Earth Observation data and services to ease access, search and use. Data can 
be found by using catalogues that give information on the data (metadata) and 
the place to find them. Services on the data (like View, Download or Transform), 
using standard protocols in order to allow a good interoperability, are also 
referenced. Defining data policies and performing relevant control on data and 
services access is a concern that these projects started also to address in their 
latest evolutions. 
The article first describes briefly the CID portal architecture and functionalities. 
Then it covers in detail existing standards and proposals regarding data sharing 
through network services, and finally presents the implemented solutions. 
2. THE COMMUNITY IMAGE DATA PORTAL 
The CID portal was launched with a JRC consensus as a project to provide a 
common technical platform for EO data collected and used at the JRC. It consists 
of storage volumes, a catalogue database and a set of services to discover, view, 
and download the data, taking into account users’ privileges and restrictions 
based on intellectual property rights (IPRs). The application is accessible to the 
public via the Internet3. Anonymous access only allows viewing of metadata, 
including a thumbnail. Registration is granted on request to users who have 
further rights to access selected datasets in the catalogue.  
2.1. Earth Observation at the Joint Research Centre 
At project launch, the CID staff analysed the current use of EO data at JRC level. 
Information was collected on data quantity (current and future estimates), data 
types and data diversity, human and financial resources needed for the data 
acquisition and management process (Åstrand et al, 2007). 
The collected information indicated that approximately twenty JRC projects 
(“Actions”) are using a wide variety of remote sensing data from sensors with 
various spatial resolutions: low resolution (LR) and medium resolution (MR) 
                                                
1 http://www.earthobservations.org/geoss.shtml 
2 http://www.gmes.info/pages-principales/overview/ 
3 http://cidportal.jrc.ec.europa.eu/imagearchive 
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sensors4; high resolution (HR) sensors5; very high resolution (VHR) sensors6 and 
radar (SAR) sensors7. Requested data are stored in many different file formats, 
projections and processing levels and their usage is determined by different types 
of legal licenses.  
On the basis of these information gathered, user requirements of the most 
frequent EO data users have been taken into account and prioritised according to 
the number of requests. The main result was the implementation of a Long Term 
Archive with a central catalogue, common storage repository with backup facility, 
access to data via file-based protocols and the possibility to access the data via 
Web services. 
2.2. Architecture 
The core component of the system is an industry standard Network Attached 
Storage (NAS) device. This device is coupled with a spatially enabled relational 
database that stores all relevant metadata for the available EO datasets.  
A set of front-end services has been implemented that provide the interfaces to 
the core components for the portal users. Most of these front-end services are 
Web-based and rely on a load-balanced system set up. They include the CID 
portal Web application, as well as the Discovery, View and Download services 
providing access to the image data.  
Considering authentication and authorisation, a central system based on 
Kerberos, an LDAP directory service, and a single sign-on policy, provides 
unique user names and passwords for all kind of services.  
2.3. Portal Front End 
The CID portal Web application is the main entry point for users to discover 
image data in the archive, to browse and view data and metadata, and to access 
them via different data services.  
The user front-end is composed of an interactive Web mapping panel (see Figure 
1) with various geographic background layers, on top of which the image 
locations (“image footprints”) are displayed.  
The application is publicly available to anonymous users. It provides search 
forms that enable users to specify various filter parameters, mainly based on 
                                                
4 e.g. MeteoSat, NOAA AVHRR, Spot Vegetation, Seawifs, MERIS, Modis 
5 e.g. Aster, Landsat, Spot, IRS, and Rapid Eye 
6 e.g. Ikonos, Quickbird, GeoEye, WorldView, Eros and Formosat 
7 e.g. ERS, Radarsat, Envisat, Terrasar-X and COSMO-SkyMed 
International Journal of Spatial Data Infrastructures Research, 2011, Vol.6, 187-205 
191 
 
image metadata. Data matching the search criteria are listed in a result table that 
contains a chosen set of metadata and is coupled with the mapping panel. 
For anonymous users, detailed metadata descriptions are available, as well as a 
quick preview of the images via thumbnails. Authenticated users have more 
access possibilities depending on their rights, such as a full preview of the image 
as can be seen in Figure 1, as well as access to data following the “shopping 
cart” modality presented in section 4. Authorisations are checked using a set of 
access rules based on the metadata of each dataset. These rules are set in 
accordance with the licence agreement between the supplier and the JRC. For 
each data access request, the system performs a match between user’s profile 
and dataset access rules. Based on the result of this match the access is allowed 
or denied. 
Figure 1: CID Image Portal Web Application 
 
3. EO DATA SHARING ISSUES 
This chapter aims at studying the current status of standards allowing the sharing 
of geographical data. The analysis is followed by a discussion on how the 
standards can be adapted to the CID portal context. 
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Having a central access point to search for image data is an important method to 
reuse already acquired data. The second step is to provide access to these data 
in a way that is suitable for most of the users. To take into account the copyright 
restrictions in this context, particular attention has to be paid to the technologies 
used to give access to the data.  
Users located inside the Local Area Network of the JRC have direct access to the 
image data stored on the CID portal via network file systems. This access is 
controlled via user authentication and access control lists (ACL) applied to the 
data. The requirements of the users of the system include additional access 
possibilities, such as INSPIRE data services. These additional network services 
represent a valid alternative to the file based data access for authorised users 
located outside the JRC local network, provided that the data licensing terms and 
conditions are taken into account. 
3.1. Standards and INSPIRE Compliance 
Compliance with INSPIRE standards and principles has been a priority from the 
beginning of the project. This was one of the main requirements of the possible 
users, as a result of the CID survey (Åstrand et al, 2007). Moreover, as a body of 
the European Union, the JRC is called to follow the INSPIRE directive (Council of 
the European Union COM(2006)51).  
The network services described by the INSPIRE directive are divided into five 
types: Discovery, View, Download, Transform and Invoke (European Directive 
2007/2/EC). This article deals with the first three, as the last two concern data 
processing and not data sharing. 
Discovery service 
“Discovery services make it possible to search for spatial data sets and services 
on the basis of the content of the corresponding metadata and to display the 
content of the metadata”. (European Directive 2007/2/EC) 
The standard for this service that has been recommended by INSPIRE is the 
OGC Catalogue Service for the Web (CSW8). This service allows other systems 
to query which datasets are available in a remote catalogue. The INSPIRE 
Metadata regulation defines precisely which metadata should be present for 
every geographical resource listed in the service result. The implementation of 
this service for the CID portal had to map existing metadata collected during data 
loading into the metadata structure required by INSPIRE. 
                                                
8 http://www.opengeospatial.org/standards/specifications/catalog 
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View service 
“View services make possible, as a minimum, to display, navigate, zoom in/out, 
pan, or overlay viewable spatial data sets and to display legend information and 
any relevant content of metadata”. (European Directive 2007/2/EC) 
The standard approved by INSPIRE to implement this service is the OGC Web 
Map Service (WMS9). The specifics of Earth Observation data are underlined by 
the best practice document “WMS application profile for EO products” (OGC, 
2009) proposed by OGC as annex to the WMS standard definition.  
This application profile emphasises the fact that the layer concept of the WMS 
standard does not apply easily to EO products. A layer is the representation of a 
dataset; an EO dataset is usually a specific product (image). For large image 
archive catalogues an answer to a “GetCapabilities” request returns a huge 
response document that is difficult to handle both by the WMS and by the final 
user, due to the difficulty to select a specific product among thousands. For most 
of the high and very high resolution image datasets in the CID archive there are 
no common parameters applicable in order to group images into dataset 
collections that will suit the heterogeneous requirements of the various users’ 
profiles. This issue highlights the need for the user to select only a small subset 
of datasets out of the catalogue before accessing them via a View service.  
Another interpretation given by this application profile is to consider the dataset 
for every layer to be varying in time, giving the possibility to add a parameter to 
filter on the date. This suits data acquired on a regular basis, with always the 
same characteristics except for the acquisition date. In the case of the CID portal 
this solution cannot be applied for the majority of the archived products. The data 
have been acquired over random locations and at random times, so no link 
usually exists between the different images. They cannot be considered as time 
series.  
Download service 
“Download services enable copies of spatial data sets, or parts of such sets, to 
be downloaded and, where practicable, accessed directly.” (European Directive 
2007/2/EC) 
The INSPIRE draft guidelines document for Download services (INSPIRE 
Network Services Drafting Team, 2009) currently recommend the use of the OGC 
                                                
9 http://www.opengeospatial.org/standards/wms 
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Web Feature Service (WFS10) for data of the Annex I of the INSPIRE directive, 
which are mainly vector data. For raster datasets, the Web Coverage Service 
(WCS11) can provide an extract of the data in another representation format. 
Satellite remote sensing data are usually provided as a set of several image data 
and metadata files; all need to be available to handle the image in standard 
image processing software. In most cases, users who manipulate satellite 
imagery need to have access to the entire list of the original files as they were 
shipped by the image provider. In order to get the original (source) version of the 
data, no transformation has to be performed on the data during the download 
process. For this reason, the use of FTP as a Download service is considered as 
the best option. 
Regarding View and Download services, their use is bound by limitations 
imposed by Licensing Terms and Conditions that image providers apply to their 
data. Access to this type of services needs therefore to be technically restricted 
to the only authorised users.  
3.2. Authentication 
A first step to control whether the access to a requested resource should be 
granted is to identify the author of that request. This action is usually performed 
by an authentication system, which should be included in a security framework. 
The lack of authentication possibility in the OGC standards is often cited as an 
issue for their implementation (Vanmeulebrouk et al, 2009). This subject is under 
study by the OGC, to include such a possibility in the standards definitions. 
OGC set an on-going Authentication Interoperability Experiment12 initiative to 
propose candidates for the authentication in OGC Web ServicesTM (OWSTM). The 
aim of this initiative is to evaluate already existing authentication mechanisms to 
propose a Best Practice document. Until this paper has been published, the OGC 
cannot have an official position on how to implement authentication in Web 
service clients and servers.  
An OGC engineering report on security details various authentication systems 
that have been tested for this purpose (OGC 2009). It is clear that the existing 
authentication technologies depend on the transport and communication 
protocols. OGC services are actually defined on two main communication 
                                                
10 http://www.opengeospatial.org/standards/wfs 
11 http://www.opengeospatial.org/standards/wcs 
12 http://www.opengeospatial.org/projects/initiatives/authie 
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protocols: plain HyperText Transport Protocol (HTTP) with GET and POST 
methods and the Service Oriented Architecture Protocol (SOAP) over HTTP. 
The first protocol is currently the most widely used as it was the first to be 
defined, the only one to be completely official, and the easiest to implement. With 
the HTTP GET/POST protocol, the Web Map Service (WMS) can be easily 
available using normal Web browsers, and embedded in Web pages. But the 
simplicity of the HTTP protocol prevents it from implementing advanced features 
such as authentication and security layers. 
SOAP services already have standard implementations of these aspects, defined 
by the organisation chartered to establish Best Practices for Web services 
interoperability (WS-I). Although SOAP is not the official standard protocols for 
Web services, both OGC and INSPIRE tend to choose SOAP as 
communication protocol. 
OGC released several “change request” documents to support SOAP in its 
standards, produced a set of discussion papers to discover the feasibility and 
usefulness of enabling SOAP communication in OGC services and is studying 
some SOAP implementations in the context of its test beds. The actual 
situation is that existing OGC Web Services support a mix of protocols and 
technology bindings; these are Key-Value-Pairs sent via HTTP GET, XML sent 
via HTTP POST, SOAP via HTTP POST and combinations of these possibilities. 
In the context of INSPIRE, there are no final implementing rules yet, but several 
studies have been performed and some of them have provided a first prototype of 
SOAP framework to implement INSPIRE services exploiting SOAP potentialities 
(Villa et Al., 2006).  
Since the OGC interfaces specifications have always supported HTTP GET and 
HTTP POST, there are only a few attempts to use SOAP/WSDL for geo-
information services. In addition, as the use of SOAP is not mandatory, most of 
the clients for geo-spatial services still do not support this protocol, as reported in 
section 3.4. 
Concerning the Download service, the FTP protocol does support authentication. 
However, the username and password are not encrypted and are sent in clear 
text on the network, and therefore on Internet. As these credentials are the same 
as the ones used on the CID portal (which uses secure connections for the 
authentication), security would not be guaranteed if they were provided by the 
user for the FTP download. For this reason, the case of access through FTP is 
also included in the issues to solve for the CID portal. 
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3.3. Rights Management 
Once a user is authenticated, it is possible to check which rights he has on the 
requested dataset. This is achieved by a rights management layer. 
The current software market already offers different standards for the licensing of 
digital content. These solutions - generally called Digital Rights Management 
(DRM) - describe the licensing of digital media content. DRM can be considered 
a metadata-tracking problem, as all the exchanged resources should have an 
associated set of descriptions (metadata). Those descriptions need to be tracked 
and matched to control the flow of data and define who owns the privileges to 
access, use and modify those data. 
These general DRM solutions are not useful for geographic information, as this is 
a very specific sector, full of domain specific business relations, roles and 
licensing solutions. For instance, these generic DRMs do not foresee the 
definition of licensing of derived data. Therefore, the existing standards need to 
be extended to fit to the geo-spatial domain. The subject is under study by the 
OGC and its stakeholders, to propose a solution for geographic domain. A 
Working Group on this subject has published a Reference Model to explain the 
concepts of the Geo Digital Rights Management (GeoDRM, Open Geospatial 
Consortium, 2006).  
This working group released an abstract specification for the management of 
digital rights in the area of geospatial data and services: the Geospatial Digital 
Rights Management Reference Model (GeoDRM RM). This specification has 
been approved by the OGC and "defines the framework for Web service 
mechanisms and rights languages to articulate, manage and protect the rights of 
all participants in the geographic information marketplace, including the owners of 
intellectual property and the users who wish to use it. A key aspect of the 
GeoDRM RM is that it is abstract, rather than specifying implementation details 
about types of agreements”. 
One of the most specific standards for geospatial data policies management is 
the Geospatial Extensible Access Control Mark-up Language (GeoXACML), 
which explicitly states that “it is not meant to be an implementation specification 
in regard to the Geospatial Digital Rights Management Reference Model 
(GeoDRM RM)”, but defines a geo-specific extension to the Extensible Access 
Control Mark-up Language (XACML). XACML is an OASIS standard, which 
allows the setting up of an Access Control System to be used to manage access 
for Service Oriented Architectures, without requiring changes to the applications 
that use it. It can be used to protect information by the declaration of rights 
through the specified Policy Language. 
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Although the Reference Model has been precisely defined, no real 
implementation proposal is part of the OGC standards yet. The INSPIRE Network 
Services Architecture document refers to the GeoDRM as part of the upcoming 
INSPIRE infrastructure.  
A Rights Managements layer as GeoDRM is intended to be used for systems 
communicating inside the same architecture and is therefore a good option for 
the INSPIRE network. Two preconditions are necessary to implement this kind of 
solution: resources involved need to be correlated with the associated rights 
since their production; secondly, these resources can be shared only between 
GeoDRM-enabled services.  
For the time being, no implementation instruction is available, so these two 
conditions are not fulfilled. The management of access rights in the CID portal 
has therefore been implemented using specific developments. Once the image 
data providers will implement the Rights Management definition in their resource 
metadata and once the OGC clients will support the GeoDRM, then it will be 
possible and necessary for the CID portal to implement this new layer.  
3.4. Existing OGC Clients 
Currently, many geo-spatial data exchanging projects (like GENESI-DR/DEC13 
using SSL certificates and ESDIN14 using the Shibboleth software) successfully 
manage to implement a valid solution to handle user authentication. Their project 
development always includes both the client and server components. This allows 
technical choices to be made independently of any specific standard definition. A 
service offered to a large and unknown variety of client software however, has to 
follow standards supported by most of the clients available on the market. 
The present software market offers a wide range of WMS client and server 
implementations. This paper analysed several products as UMN MapServer, 
GeoServer ArcGIS, CartoWeb, and MapGuide in the matter of servers, while 
ArcGIS, GRASS, QGis, OpenJump, CartoWeb and gvSIG in the matter of clients. 
All supply a compatibility with OGC-compliant services in their HTTP GET/POST 
version. No OGC standard document foresees the use of authentication with this 
protocol. As a consequence, these clients usually do not propose any 
authentication option. Only some of them, like ArcGIS or QGis, have the 
possibility to enter a username and password, using the HTTP server basic 
authentication system for their WMS client, if the server requires it.  
                                                
13 http://www.genesi-dec.eu/ 
14 http://www.esdin.eu/ 
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As it has been mentioned in a previous paragraph, the SOAP communication 
protocol would allow the clients and servers to exchange authentication 
information following a standard mechanism. However, because SOAP is not yet 
completely defined in the OGC standards, nor officially required, the clients 
usually stick to the HTTP GET/POST version of the OGC Web Services. 
In the list of the clients enumerated above, only ArcGIS and CartoWeb clearly 
state to support, or expose, SOAP implementations of the OGC Web Map 
Service, but both of these products provide together the server side component 
and the ad hoc WMS client to interact with the service. 
The role of the CID portal is to provide data services that can be used with 
existing clients, for instance adding the satellite images inside Geographical 
Information System (GIS) projects. For this reason, interoperability with existing 
software products was a requirement for the implementation of the CID data 
services.  
As software developers very rarely anticipate the release of new standard 
definitions, an application that seeks immediate interoperability should not 
depend on features that are not defined in the standards. Despite the existence 
of many existing solutions (and those under development) for authentication and 
authorisation in data sharing, they cannot be relied upon for end user services. A 
workaround has to be found to be able to serve data on the biggest number of 
existing software. 
4. DATA SERVICES THROUGH PORTFOLIOS 
This chapter presents the solution adopted in the CID portal to make the images 
available to authorised users through View and Download services. This solution 
is based on the current state of the standards implementation and is driven by the 
usability of the services, taking into account the constraints identified in the 
previous chapter: 
• users should have the possibility to make a selection of the required 
images; 
• the access to the services should be ruled by an authentication 
mechanism; 
• the security aspect should be taken into account; 
• the services should be accessible from the majority of existing client 
software. 
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4.1. “Shopping Cart” Functionality 
Selecting a subset of the images that shall be viewed or downloaded is an 
essential aspect for the final user. This is due to the huge quantity of layers 
available while browsing a WMS service and to the possibility to first choose the 
images the user wishes to have available. The chosen solution, allowing users to 
make a selection within the datasets of the catalogue, was inspired by the 
“shopping cart” functionality of on-line stores. Users have to look for images in 
which they are interested and add them to their shopping cart. 
This idea is obviously taken from the commerce business, which has extensively 
projected the concept into the Internet, inside the e-commerce industry. Some 
other initiatives have re-used the concept in other contexts, for instance, Süpke & 
al. (2008) detailed the use of this shopping cart functionality for customisation of 
sustainability reports for company stakeholders. 
In the case of the CID portal, the shopping cart has been named “portfolio” and 
its validity is not limited to the current session, but it is saved inside the user 
profile and can be re-used. Authorised and authenticated users can have as 
many portfolios as they want, allowing them to group datasets in all desired 
combinations. 
After having run a search in the catalogue and identified an image that interests 
him by viewing the image metadata and thumbnail, a user may add it into a 
portfolio (see Figure 2). Every portfolio can easily be viewed to check and 
manage the images it contains, as shown in Figure 3. The contents of a portfolio 
are not fixed and can be reviewed at any time. 
Even if the traditional shopping cart use is closely linked to billing, it is clear that 
this step is not necessary since the consumers of the resources have already the 
right to use them. The “buy” action can thereby be changed to just “get”. To 
define the access type he wants to use to access the selection, the user assigns 
this parameter to each portfolio, picking it up among the ones proposed by the 
CID portal. For now the possibilities are OGC WMS as a View service, OGC 
WCS and FTP as Download services.  
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Figure 2: Adding an Image to a 
Portfolio 
 
Figure 3: Portfolio Content 
 
 
4.2. Personalised Data Services 
In order to perform this “get” action, users have to initiate the “activation” of the 
portfolio. This makes the requested images available through the access type 
associated to the portfolio. A URL is provided to the user, and he can directly use 
it into the client software of his choice that handles the access type. This URL 
remains valid for accessing the image until deactivation of the portfolio, by the 
user himself or by automatic timeout (see section 4.3). 
For the OGC WMS and WCS access types, the same Web server installation is 
enabled to serve the different dataset sub-collections defined by the users in their 
portfolios. The activation of an OGC portfolio implies the creation of a dedicated 
configuration file on the Web Server. This file contains the details of the selected 
images and the way to access them, and the Web Server software15 parses it to 
provide the respective service. A unique URL is provided for every WMS or WCS 
portfolio, presenting each selected image as a separate layer. The deactivation of 
the portfolio deletes this file, thus making the service unavailable.  
To make the images available through FTP for download, the FTP server is 
connected to the NAS volume. On activation of an FTP portfolio, a specific 
directory is created on the FTP server file system tree. This directory is then 
populated with symbolic links that point to the actual image data on the storage. 
The URL provided to the user gives him access to this directory from where he 
                                                
15 MapServer MapScript 
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can download the selected images. On deactivation of the portfolio, the directory 
and its symbolic links are destroyed and the images are not accessible anymore. 
4.3. Authentication and Security 
As mentioned in section 3.2, no standard authentication mechanism is currently 
defined or implemented by the majority of clients. A system to limit access to the 
requested resources has been developed for the CID portal, in addition to the 
portfolio system. Every single portfolio is private as the URL is known only by the 
user who created it. It is not possible to guess the URL as it is composed from 
randomly generated strings. 
Following this solution, users need to log in to the portal to create their portfolios, 
being able to select just the images they have the right to use. The access right 
control is performed for every image, at the time it is added to a portfolio: the CID 
application checks whether the current user is granted to access the required 
image. This check is performed using a set of rules that implements the 
restrictions of the licensing terms and conditions of the copyright owner.  
As mentioned before, the access to the data in a portfolio is assured through a 
unique URL known only by the creator of the portfolio. Even if the users have to 
be logged into the portal to activate the portfolios and to make the services 
available, the security is not completely assured if they forget to deactivate them. 
In this case, if someone manages to guess, “sniff” or steal the URL, he can freely 
access the data through this open service. To limit this risk, an automatic timeout 
is added to the service activation, in this way they are automatically disabled after 
a limited time of inactivity. 
Because of the unsecure nature of the FTP protocol, mentioned in section 3.2, 
the URL that gives download access follows the same principle. In this case, a 
leak of the URL would result in the unwanted availability of only those images 
selected by the user, and for the time the user is authenticated on the Web 
interface of the portal. It is obvious that letting other people know of these URLs 
can be considered the same security risk as users revealing their credentials to 
someone else. So the user must always be aware of the trust given to him in 
allowing access to the data. 
4.4. Portfolios through REST 
Some projects dealing with EO data need to run automatic batch scripts for 
image analysis and processing. In these situations, these scripts are needed to 
be able to access the images. In order to enable this access to external 
applications, a set of Web services has been developed to serve the 
functionalities linked to the portfolio management. 
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A complete Application Programming Interface (API) is proposed to the external 
applications to manage their portfolios. The architecture used by this API is 
resource oriented and implements the REST principles (REpresentational State 
Transfer): each object is seen as a resource and it can be manipulated through 
the HTTP protocol, using its standard methods (GET, PUT, POST and DELETE). 
The authentication is assured by the use of a personal API key for every allowed 
application. 
Through these Web services interfaces, an external application can automatically 
and programmatically search for images using filter parameters (date, location, 
sensor type, etc.), create portfolios, insert products, activate and deactivate the 
services. Once a service is activated, the external application can use its URL to 
access it and start processing the data. 
5. CONCLUSIONS  
The definition of standards is a long and recursive process. Currently, in order to 
standardise data services, the efforts made by the Open Geospatial Consortium 
have allowed the establishment of the functionalities that these services should 
offer. Continuing the process, the Geospatial community is now very active in 
filling current gaps in more specific and practical areas, as within authentication 
and rights management, studying and proposing many interesting and valuable 
technical solutions. The official standards have not yet been published. 
The interoperability between different software products can be assured only if 
the individual implementations rely on standard solutions. To tackle the lack of 
authentication layer in the current standards for geo-data services, the CID 
implementation created an innovative workaround, introducing to the EO data 
domain the “shopping cart” concept from the e-commerce industry. The so-called 
portfolios, which a user can build with the datasets he is interested in, and which 
can be activated in a secure environment (an authenticated session in a web 
application) to provide the associated data services to the user. The access to 
such services is then performed respecting the standards, without further 
authentication. The services contact points are available on a secret location and 
for a limited amount of time, protecting the data from unauthorised users. In this 
way, users of the CID portal can have a personalized and restricted access to the 
satellite data of the CID repository, ensuring the interoperability with most of the 
desktop GIS software using standard data services. 
Except for the technical context that may be very project-specific, the theoretical 
concepts of this approach could be of interest for other geo-portals or geo-shops 
that would like to give secured and authenticated View access to their data 
through interoperable WMS or WCS services, or Download access through FTP. 
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The CID experience has highlighted several issues to be taken into account in 
defining a standard for exchanging licensed EO data, under the aspects of 
interoperability, identification and transfer security. The implemented solution was 
designed as a workaround for missing standard definitions. Looking at the current 
focus of the Open Geospatial community, the future steps in the definition of 
OGC standards are likely to include some specifications on user authentication. 
The definition of this kind of standards would be a step forward towards the 
possibility of exchanging licensed geographic data between heterogeneous 
software. The CID portal could then be used as a server part to test the 
integration with the piece of client software that plans to implement authentication 
enabled standards. 
Currently the CID portal is active, stable and publicly available16. New 
developments are foreseen to enhance its functionalities and meet actual and 
potential end-users’ needs. These improvements concern for example the 
automation of data access through a more intensive implementation of Web 
services. The functionalities accessible through the Graphical User Interface will 
be transposed to functionalities in the Web services API, allowing automatic 
scripts to access the data for analysis and treatments. Moreover, the presentation 
of the user’s rights on data will be enhanced too. An End User License 
Agreement (EULA) is being developed describing what can and cannot be done 
with each dataset and it will be presented to the users when they access the 
data. Other CID portal developments reside within the pre-processing of imagery 
e.g. in the enhancement of existing semi-automated orthorectification routines. 
In this paper we have highlighted how standards are necessary for implementing 
technical solutions to handle Licensing and the Intellectual Property Rights of EO 
data. Additional simplification and homogenisation could be gained by the 
definition of licensing conditions and also in the legal framework on data access 
and data sharing towards, and within, the Institutions and bodies of the European 
Union (European Commission (2010), No. 268/2010) and Council of the 
European Union COM(2006)51)) and between external stakeholders. This will 
become even more important as initiatives such as the Global Monitoring for 
Environment and Security (GMES) and the GEO/GEOSS (Group on Earth 
Observation / Global Earth Observation System of Systems) become fully 
operational. 
 
                                                
16 http://cidportal.jrc.ec.europa.eu/imagearchive 
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